MUFFAKHAM JAH COLLEGE OF ENGINEERING AND TECHNOLOGY

INFORMATION TECHNOLOGY DEPARTMENT

Course Handout 2018-19

Course Title 



:  INFORMATION SECURITY (BIT 403)

Class 




:  BE IV Year I- Semester B-sec
Contact Hours per week

:  4 Hours
Course Coordinator 

            :  Ms. Farha Nausheen

Course Coordinator Phone
            :  9985357673
Course Coordinator Email 
            :  farha@mjcollege.ac.in 

Course Coordinator Location        
:  Block V Room No: 5205 Cabin B

Course Coordinator Availability
:  

Resource Link


: http://mjcollege.ac.in/studentresourceslist.php?resourceusername=farha
Pre-requisites Courses

:  BIT -351 COMPUTER NETWORKS
 




   BIT -302   SOFTWARE ENGINEERING
Course Description:  
This course acquaints a student with an overview of the field of Information Security from a management perspective. It describes information assets, management of risk, detection of threats to information assets, and an overview of the Information Security Planning and staffing functions. This course is a pre-requisite to Information Security courses like Ethical Hacking and Cyber Security. Practical applications of this course are digital forensics and securing applications and databases.
Course Outcomes:  On successful completion of this course a student will be able to: 

1. Describe information security architecture and Identify threats, attacks to information Systems.

2. Identify ethical issues in information security and risk management strategies

3. Define continuity strategies and network barriers
4. Describe various network vulnerabilities and countermeasures for threats. 

5. Identify the skills and requirements for information security positions and describe implementation of security, maintenance.
Overview of Learning Activities:  
1. Lectures and class room discussions.
2. Assignment
Overview of Learning Resources: 
1. Suggested Reading:
i. Michael E. Whitman and Hebert J Mattord, Principles of Information Security, 4th edition Ed. Cengage Learning 2011 
ii. Thomas R Peltier, Justing Peltier, John Blackley, Information Security. Fundamentals, Auerbacj Publications 2010 
iii. Detmar W Straub, Seymor Goodman, Richard L Baskerville, Information Security. Policy proceses and practices PHI 2008 
iv. Marks Merkow and Jim Breithaupt, Information Security. Principle and Practices, Pearson Education, 2007.
2. Freely accessible internet sites: 

i. http://www.cryptographyworld.com
ii. http://www.cryptography-tutorial.com/index.htm
iii. http://www.sans.org/security-resources/
      3. Additional Material provided in the class
          i.      Lecture notes. 


         ii.      Question bank. 

Overview of Assessment: 
i. Internal Tests
ii. University Exam
iii. Assignment  
iv. Quiz
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